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Session Abstract

“Business Continuity (BC) planning is the process of creating processes and
systems to enable the recovery to a potential threat, or incident to an
organization. The goal is to enable ongoing operations before and during the
execution of disaster recovery.

Presenter will highlight the Business Continuity process, with emphasis on the
Risk Assessment and the Business Impact Analysis (BIA).  

Speaker will demonstrate the guidelines for Strategy & Plan Development, how
to Test, Train & Maintain your Business Continuity plans.” 
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What You’ll Learn (Deliverables)

Get a guideline(s) for Strategy & Plan Development
Checklist to Test, Train & Maintain your Business Continuity plans
Recordings of all sessions
Transcripts of all sessions
Directories of Vendors / Suppliers
Speaker contact information
AHC Membership



Phases of
Business Continuity



Risk Assessment - A product or process which collects information and
assigns values to risks for the purpose of informing priorities, developing or
comparing courses of action, and informing decision making.

Business Impact Analysis - A method of identifying the consequences of
failing to perform a function or requirement. 

Strategy & Plan Development – Activity that evaluates the Risk Assessment
and Business Impact Analysis to document actions that will be taken that
support the resumption of normal functions.

Test, Train & Maintain - Activities designed to familiarize, enhance skills, and
ensure viability of continuity plans. Aids in verifying that an organization’s
continuity plan is capable of supporting the continued execution of the
organization’s essential functions throughout the duration of a continuity plan
activation. 

Phases of Business Continuity
Business Continuity Lifecycle



So why is Business
Continuity important?
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Is Business Continuity Important?

40% of small businesses never reopen after a disaster, and
another 25% that do reopen, will fail within a year. It is not
only important to that business' bottom line and to its
employees to get back in business, but it is also important
to the community.

Following a disaster, 90% of smaller companies fail within
a year unless they can resume operations within 5 days.

According to FEMA;



What exactly is
Business Continuity?



What is Business Continuity Planning?
Business Continuity Planning is the creation of processes and systems for the
prevention and recovery to deal with potential threats to a company, and seeks
to minimize business interruptions, both planned and unplanned. These threats
can be natural, human-caused or malevolent acts.  
Business Continuity Plan (BCP) includes:

Risk Assessment (Hazard Vulnerability Assessment or HVA)
Business Impact Analysis (BIA) to identify staff analysis, essential business
functions, and maximum tolerable downtime. 
Recovery Strategies & Interim Processing procedures to guide the
organization from minimal business functions back to resumption of normal
business functions
Staff Roles, Functions, and Actions throughout the disaster recovery process



What are the components of an XXX?
What’s important
Where do I start
Where are some resources/tools I can learn more about XXX?
Checklists, sample plans & approaches, etc….
What groups can I join? (Internal and External)
In future course, we will develop a deeper dive into these
complex areas

TEMPLATE Risk Assessment 
(Hazard Vulnerability Assessment or HVA)



What is the goal of Business Continuity?
To proactively plan to avoid and mitigate risks including:

Minimize the effect of a disruption on an organizations business operations
Reduce the revenue at risk
Safeguard organizations brand and image and give employees, customers,
suppliers and shareholders confidence in the organization's services
Provide data to enable the recovery of critical systems within an agreed
timeframe
Meet legal, regulatory, statutory requirements
Satisfy credit rating agencies
Prepare employees to respond effectively during a business interruption
Meet insurance requirements
Support the overall recovery of the community



Terminology



Terminology
Alternate Work site – A location where you can work if your building is damaged and uninhabitable. 
Business Continuity Planning – Creation of processes and systems to enable the recovery to potential threats or
incidents to an organization. The goal is to enable ongoing operations before and during the execution of disaster
recovery.
Business Impact Analysis (BIA) – An evaluation of how an organization’s business functions and resources will be
impacted by the various disaster scenarios identified in the Risk Assessment.
Business Interruption – An event, whether anticipated (hurricane, protests), or unanticipated (outage, attack), which
interrupts the normal course of business operations. 
Crisis – Unexpected, complex event, which has the potential to impact an organization. Requires cross-functional and
senior management engagement. 
Crisis Management – A proactive operating capability to respond to and recover from an event, series of events, or
circumstances that threaten to negatively impact an organization.
Enterprise Resiliency – When a sudden disruption occurs, having the competence to react, respond and adjust to ensure
that an organization survives, and ensures their ongoing success.
Essential business functions – Critical business processes/work functions that are the core of running your organization
(IT, Payroll, AR/AP, etc.)
Incident – Localized event that has limited impact on an organization, and is managed locally, using established
procedures (does not involve senior management). 
Risk Assessment - Process of evaluating potential hazards, identifying gaps and challenges, and prioritizing the
outcomes (aka HVA)
Succession planning - Process to identify which staff members are trained in positions to support staff redundancy. 



Business Continuity
Planning is NOT … 



Business Continuity Planning is NOT … 

A guide to operate your organization ‘business-as-
usual’
A massive and cumbersome set of documents that is
meant to be referenced to during a disaster
A crystal ball that can identify every possible scenario 



Recovery Steps
addressed by a BCP



What are we recovering?
Why are we recovering?
Who is responsible for recovery?
When do / can we recover?
Where will we recover?
How will we recover?

Recovery Steps addressed by a BCP

An organization's resistance to failure is "the ability to withstand changes in its environment and still function". 
 Often called resilience, it is a capability that enables organizations to either endure environmental changes without
having to permanently adapt, or the organization is forced to adapt a new way of working that better suits the new
environmental conditions.



Challenges to
Business Continuity



Lack of senior management support (commitment involvement)
Incorrect assumptions in creating Business Continuity and Disaster Recovery plans
Incorrect assumptions on organizations existing readiness status
Budget restraints
Lack of Business Continuity awareness
Lack of time and resources
Employee turnover
Conflicting priorities
Internal culture not focused on readiness
No relationship with critical partners
Tools and resources
Attitude that “it will never happen to us” 

Challenges to Business Continuity
Implementation



Business
Continuity Failures



Traditional Reasons for Business Continuity
Failures

No Business Continuity plan developed
No Business Impact Analysis conducted

Failure to develop a system or process recovery prioritization list
No Risk Assessment conducted
No Communications Plan created
Existing Plan has incomplete list of Risks
Existing Plans were never updated
Failure to identify or fund mitigation projects
Failure to communicate Business Continuity Plan
Failure to train staff on the plan, expectations and their roles
Failure to exercise plans



Planning Failure – Facility Design
Critical Infrastructure Owner/Operator

Constructed an EOC to be used for hurricane recovery operations
Building designed to withstand a specific Category of hurricane
Equipped each cubicle with a desktop computer and landline
Hardwired communications lines and had microwave backup communications
Installed a back generator in basement
Installed server room in basement
Created EOC Standard Operating Procedures (SOP)
Trained staff on their roles and responsibilities

First Event: EOC hit by a hurricane with winds higher than the design criteria. Windows were
blown in, staff were injured, and water came into the building. Basement flooded, generator
and servers failed.    
Failure: Reduced design criteria / critical equipment in basement
Solution: Build to the maximum identified hazard / Consider all risk profiles



Planning Failure – Facility Selection
Critical Infrastructure Owner/Operator

Identified a need to locate critical electrical / mechanical parts near the coast.
Selected a building that was central to their most vulnerable assets, where parts would
most likely be needed after a hurricane.
Facility and storage building also housed specialized vehicles and personnel that were
essential to the restoration of the electrical system.

Event: Hurricane surge (saltwater) flooded the storage facility and grounds. Many critical
spare parts (electrical) were underwater and would eventually corrode. Flooded facility made
it difficult for staff to access the building that housed those parts not underwater. 
Failure: Planning never took the time to evaluate the selected location, which was later
mapped using SLOSH (Sea, Land and Overland Surges from Hurricanes) modeling.
Solution: Facility was later identified to be in a hurricane surge zone. Critical parts were
relocated to other locations (risk spreading). An SOP was developed to close the facility and
relocate all personnel and vehicles when a hurricane is approaching.



Planning Failure – Incomplete SOP

Critical Infrastructure Owner/Operator
Constructed an EOC to be used as a backup (alternate site)
Designed with a large-screen board, meeting rooms and a cubicle layout
Equipped each cubicle with a desktop computer and landline
Hardwired communications lines and had microwave backup communications
Installed a backup generator in case of a power outage
Created a partial EOC Standard Operating Procedures (SOP)
Trained staff on their roles and responsibilities

First Event: No one had visited the EOC in months, so as staff arrived, several versions of
computer upgrades were ‘stacked’, crashing all of the computers
Failure: No facility or IT maintenance plan for EOC while it sat idle
Solution: SOP was revised to visit facility monthly, including turning on all computers to
ensure all upgrades were loaded  



Planning Failure - Technology
Utility

Had implemented advanced technology to operate their various systems, including outage
mapping using Advanced Metering technology
Crews had Mobile Data Terminals to receive outage orders and access maps and files  
Network was dependent on a fiber-optic ring that was 100% redundant. Each ring was
physically separated, and had a low probability of being impacted at the same time

Event: During a high-wind event a fire broke out in a fiber-optics cabinet, rendering one ring
unavailable. At the same time, a backhoe operator dug up the other ring.         
Due to their dependance on this fiber-optics network, their systems were down, and they had
no access to determine an outage footprint or to assign work.
Failure: They had removed all paper processes and maps and were totally dependent on
technology.
Solution: Plan for catastrophic technology failures. Be able to revert to old processes. Total
dependance on technology can be risky, so one must be able to pivot and be ready for ‘the
old way’ of doing things (some organizations actually exercise this).   



Planning Failure - Procurement

Procurement

Utility reduced the number of wood pole suppliers during a ‘cost-cutting’ initiative. The
selected pole supplier was actually located in a hurricane prone area and was impacted by
a hurricane. Ironically, their ability to purchase wood poles during their hurricane
restoration was severely impacted.  

Organization reduced the number of cellular carriers from three to one during a ‘cost-
cutting’ initiative. During a storm, their single carrier lost area service, so their mobile
phones, iPads, hotspots, and mobile technology was inoperable.   

Organization had emergency rental agreements in place with a single local Heavy
Equipment rental company. Unfortunately, the rental company had the same agreement
with others, so when they called, there was no more equipment left.



Planning Failures - Honorable Mention
Planning Failures

As part of hurricane preparedness, a transit authority developed an SOP that required that diesel
locomotives be relocated to a specific railway yard. That yard was unfortunately in a flood zone, so when
a hurricane impacted the area, the locomotives were damaged due to flooding. SOP was revised.

In one major city, due to space considerations, many buildings placed their backup generators in
basements. When a hurricane hit, the basements and generators flooded. Many elevated their generators
or relocated then to rooftops. 

Utility brought in extra construction trucks and crews in advance. Staging site they had selected was in a
floodwater zone and trucks were under 8’ of water. Plan was revised.

Utility had contracts with area coastal hotels and private condos. Hurricane wiped out 90%+ of these, so
crews had to travel two (2) hours to inland hotels. Plan revised to include building temporary staging
sites closer to the damaged areas. 
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Risk Assessment
Matthew R. Dimmick, CPP®, PCI®, PSP®, CPD



Risk Assessment

Control weaknesses and/or points of failure
Mitigation/corrective(s) measure to address
Select, implement, and document mitigation/corrective
measure(s)
Ensure facility personnel awareness of risks

- Risk assessment identifies and minimizes key risks/threats



Risk Assessment Considerations

People
Process
Equipment
Technology
Facility
Supply Chain

- Risk Considerations for Business Continuity Planning



Room Assignment
What are your organizations

greatest risks?



Survey Results (2019)

Major IT disruption (cyber attack)
Data Breach
Extreme Natural Disaster
Major IT disruption (accidental)
State sponsored cyber attack
Cyber terrorism
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Continuity professionals was
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How would COVID-19 rank
today?

 
Risks can change year to

year



Risk Matrix / HVA Tool



Business
Impact Analysis



Benefits of Performing a BIA

Identify essential business functions, dependencies, and
requirements
Measure effects of business functions and resource losses over time
Provide crucial data for development of the Business Continuity Plan
Identify business process gaps / weaknesses and improvement
opportunities
Identify IT Recovery Requirements

Recovery Time Objective (RTO)
Recovery Point Objective (RPO) 

Identify and Prioritize Business Recovery Workarounds and Strategies

Business Impact Assessment will help you:



Essential Functions: 
Maximum Tolerable Downtime (MTD) for each Essential
Function. How long can an essential function be down
before the identified impacts begin to escalate?

IT Systems:
Recovery Time Objectives (RTO) maximum expected
recovery time for each IT system or application after an
outage
Recovery Time Actual (RTA) actual recovery time for each
IT system
Recovery Point Objectives (RPO) maximum amount of
expected data loss for each IT application after an outage

Recovery Definitions



Life Safety
Revenue
Customers / Clients
Operating Costs
Compliance/ Regulatory / Legal / Rating Agencies
Brand Reputation
Internal Staff Impacts

- Impact Considerations for the BIA

Business Impact Analysis Considerations



Critical processes - essential business functions
Non-critical processes - important functions, but not
critical

- Detailed study of all the business processes within the
organization, department by department:

Key Components - BIA



Critical equipment inventory
Maintain adequate supplies of water and non-perishable food
Items such as batteries, medical supplies, clothes, etc.
Have offsite backup systems for data, records and critical
softwares
Have alternate facilities to relocate operations if necesarry
Develop disruption alternatives for key essential utilities

- Strategy to address identified risks

Mitigation Strategy



Determine maximum tolerable downtime 
Identify recovery strategies and courses of action
Determine and document reimbursement and cost recovery
strategies

- Developed for identified risks

Recovery Strategy



Process to have each department complete a BIA worksheet. A member of the BCP
Team interviews each department individually to validate the worksheet information.

A combination of approaches may be useful and more effective for your facility to
initially develop and/or update BCPs. 

Representatives from similar departments are brought together in workshops to
complete the worksheet or BCP template. May save time and provide more details
with the group thinking together.

Traditional Method

Combination Method

Group Method

Business Continuity Methods
Interviewing and information mining



Delegation of Authority
Decisions to be made
Triggers
Position holding Authority
Delegated Authority

Staffing Analysis
Role
Number of staff
Can they work remotely
Staff needed
Staff available for reassignment 

Assessment Topics

Essential Business Functions
Department
Essential Function
Maximum Tolerable Downtime

Maximum Tolerable Downtime 
Essential Function
Dependency
Department Responsible
Alternate if unavailable
Maximum Tolerable Downtime 



Essential Equipment & Supplies
Description
Normal Quantity
Alternate if unavailable
Maximum Tolerable Downtime 

Essential Vital Records
Description
Copy format (hard, electronic)

Assessment Topics

Contact List
Name
Department
Point of Contact

Normal
Emergency



Assessment Topics Ranked



Strategy & Plan
Development



Introduction
Approval Page
Revision Page 
Section 1 – BC Management Teams
Section 2 – Emergency Action & Response Plan
Section 3 – Crisis Communications
Section 4 – Damage & Hazard Assessment
Section 5 – Disaster Declaration Procedures &
Authority
Section 6 – Responding to a Disaster Declaration
Section 7 – Implementation of BC Procedures
Section 8 – Human Resource Management

Example of BC Plan Table of Contents

Section 9 – Facility Recovery / Relocation 
Section 10 – IT System & Data Recovery 
Section 11 – Return to Normal Operations
Section 12 – BC Plan Governance, Maintenance
& Testing
Appendix A – Contact Lists
Appendix B – Crisis Communications Plan 
Appendix C – General Emergency Procedures
Appendix D – Departmental Recovery
Procedures
Appendix E – Incident Management Documents 
Appendix F – Alternate Office Locations



Test, Train & Maintain



Training – Building Block Approach



Discussion-based Exercises
Seminars, Workshops, Tabletop Exercises and Games 

Discussion-based exercises familiarize participants with current plans, policies, agreements,
and procedures, or may be used to develop new plans, policies, agreements, and procedures.
Discussion-based exercises include seminars, workshops, tabletop exercises, and games.
These types of exercises are used:

As a starting point in the building-block approach of escalating
exercise complexity.
To highlight new and existing plans, policies,
interagency/interjurisdictional agreements, and procedures.
As valuable tools for familiarizing agencies and personnel with
current or expected capabilities of an entity.
To focus on strategic, policy-oriented issues.



Discussion-based Exercises
Seminars, Workshops, Tabletop Exercises and Games 

Seminar: An exercise designed to orient participants to new or updated plans, policies, or procedures through
informal discussions.

Workshop: An exercise focused on increased participant interaction and focusing on achieving or building a
product, such as plans and policies. A workshop is typically used to test new ideas, processes, or procedures;
train groups in coordinated activities; and obtain consensus. 

Tabletop Exercise (TTX): An exercise intended to stimulate discussion of various issues regarding a hypothetical
situation. Tabletop exercises can be used to assess plans, policies, and procedures or to assess types of
systems needed to guide the prevention of, response to, or recovery from a defined incident. Participants are
encouraged to discuss issues in depth and develop decisions through slow-paced problem-solving rather than
the rapid and spontaneous decision-making that occurs under actual conditions. 

Game: A type of discussion-based exercise that simulates operations that often involve two or more teams,
usually in a competitive environment, using rules, data, and procedures designed to depict an actual or assumed
real-life situation.



Operations-based exercises validate plans, policies, agreements, and procedures; clarify
roles and responsibilities; and identify resource gaps in an operational environment.
Operations-based exercises include drills, functional exercises, and full-scale exercises.
Operations-based exercises are:

Used to validate the plans, policies, agreements, and procedures
solidified in discussion-based exercises.
Used to clarify roles and responsibilities, identify gaps in resources
needed to implement plans and procedures, and improve individual
and team performance.
Characterized by actual reaction to simulated intelligence; response
to emergency conditions; mobilization of apparatus, resources,
and/or networks; and commitment of personnel, usually over an
extended period of time.

Operations-based Exercises
Drills, Functional Exercises and Full-Scale Exercises



Operations-based Exercises
Drills, Functional Exercises and Full-Scale Exercises

Drill: An exercise that is a coordinated, supervised activity usually employed to test a single specific
operation or function in a single agency. Drills are commonly used to provide training on new
equipment, develop or test new policies or procedures, or practice and maintain current skills.

Functional Exercise (FE): A single- or multi-agency exercise designed to evaluate capabilities and
multiple functions using a simulated response. Characteristics of a functional exercise include
simulated deployment of resources and personnel, rapid problem solving, and a highly stressful
environment.

Full-Scale Exercise (FSE): A multi-agency, multi-jurisdictional exercise involving actual deployment of
resources in a coordinated response as if a real incident had occurred. A full-scale exercise tests many
components of one or more capabilities within emergency response and recovery. It typically used to
assess plans and procedures under crisis conditions and assess coordinated response under crisis
conditions. 



Homeland Security Exercise & Evaluation Program (HSEEP)
Continuous Process Enhancement through Improvement Planning

Exercise Design and Development

Conduct Exercise

Exercise Evaluation – Conduct post-exercise ‘hotwash’ to capture
feedback on your response actions during a real event or an exercise,
documenting an After-Action Report (AAR). 

Improvement Planning (IP) - Improvement Planning activities can
help shape a jurisdiction’s/organization’s preparedness priorities and
support continuous improvement. Actions identified during
Improvement Planning help to strengthen elements of a jurisdiction’s
/ organization’s capability to plan, organize, equip, train, and exercise.



After-Action Report / Improvement Plan



Thank you for Attending!!!
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